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SOCIAL MEDIA POLICY STATEMENT 
Social media creates opportunities for Durham SU to share information with our members and 
generate and engage in interactive discussion with our members and stakeholders, without which 
we would be unable to reach many of these people.  It is essential to Durham SU’s work. 
  
Durham SU wants its use of social media to be helpful and low risk. This policy helps to safeguard 
Durham SU's members and their activities and reputation, the students' union's corporate 
reputation, and our confidential and proprietary information. This policy balances our competing 
legal and regulatory obligations in respect of the use of social media. 
 
WHO THIS POLICY APPLIES TO 
This policy sets standards for all staff, trustees, volunteers, and partners to use in internal and 
external communications, in both professional and personal contexts. These individuals will be 
collectively referred to as ‘social media users’ in this policy, except for student group volunteers who 
will be referred to as ‘student group social media users’. 
 
This policy applies differently to student group social media users because there are limits to the 
confidence we can have in the controls we can helpfully and productively put in place or expect 
student volunteers to comply with. Durham SU will manage the risk of student group social media 
use differently to that of other social media users, with key controls described in guidance below. 
 
1. Principles 

1.1 To guide how we use social media to aid in achieving our charitable objects we will: 

• Make sure that all social media content has a purpose and a benefit for Durham SU, Durham 
SU’s members, and accurately reflects Durham SU’s agreed position. 

• Use social media to answer members questions, help and engage with them and help them 
engage with each other. 

• Recognise the rights and responsibilities we all have as social media users and how we will 
balance those in our professional and work-related social media use. 

• Acknowledge both the value and risk that social media provides to our partnerships, and 
avoid misuse of social media, causing disruption or limitation to our work. 

• Be honest and accurate on social media, understanding this is balanced with the need to be 
timely, relevant and responsive. 
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2. Definitions and Scope  

2.1 We use the CharityComms definition of social media: Social media is the term given to web-
based tools and applications which enable users to create and share content (words, images 
and video content), and network with each other through the sharing of information, opinions, 
knowledge and common interests. Examples of social media include Facebook, TikTok, 
LinkedIn and Instagram. 

2.2 Staff, trustees and contracted partner social media users will be referred to as ‘social media 
users’ while student group volunteers will be referred to as ‘student group social media 
users’. 

2.3 This policy applies to content posted both from a Durham SU device and a personal device. 

2.4 This policy applies to the use of social media for both personal (where it can be linked to 
Durham SU) and business purposes. Before engaging in work related social media activity 
all staff must read this policy. 

2.5 Staff remain responsible for any personal social media content they posted prior to 
employment at Durham SU. 

2.6 This policy does not form part of an employee’s contract of employment and it may be 
amended at any time. Amendments to this policy will be shared for staff consultation. 

3. How Durham SU will use social media 

3.1 Durham SU will use platforms most appropriate to the purpose and audience of the work and 
at the time of writing this includes Facebook, Instagram, LinkedIn, X, Tik Tok, WhatsApp and 
Substack. It may also include all other social network sites including blogs, microblogs and 
posting sites (such as Wikipedia and jobs boards). 

3.2 Amongst Durham SU’s ‘official accounts’ are accounts set up for individuals to use to raise 
their profiles within their roles at Durham SU, for example, student Officers. These are run 
by named individuals with support from the Marketing Team. 

3.3 Durham SU will from time to time create private groups or host online discussion forums and 
these will be moderated by a qualified, nominated member of professional staff. 

3.4 The Marketing Team is responsible for setting up and managing or overseeing the setup and 
management of Durham SU’s social media channels. Only those authorised by the 
Marketing Manager have access to these accounts and new accounts should only be created 
with the Marketing Managers agreement and oversight. 

3.5 Passwords for social media accounts should not be shared other than with the Marketing 
Team, and should be changed regularly. The benefits of creating ‘work’ social media 
accounts for the management of business pages should be balanced against the risk of 
breaching platform identity guidelines and account deactivation. 

3.6 Durham SU social media accounts should normally be checked regularly by trained staff 
Mon-Fri 10:00-16:00. During times when staff are unavailable to monitor (absence, training, 
public holidays etc.) auto-responses on direct messages should be used. ‘Out of office’ style 
posts can also inform followers of absence and when to expect a reply. 
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3.7 At any point the Marketing Manager may require approval to be given before anything can 
be posted on any SU channels about a particular topic or issue if it is sensitive or uncertain. 

4. Guidelines to appropriate conduct for Durham SU staff social media users  

4.1 Social media users should ensure they reflect Durham SU’s values in their content. Our 
brand guidelines set out our tone of voice that staff should refer to when posting content on 
Durham SU's social media channels. All social media users are ambassadors for our brand. 

4.2 Refrain from offering personal opinions via Durham SU's social media accounts, either 
directly by commenting or indirectly by 'liking', 'sharing' or 'retweeting'. If you are in doubt of 
Durham SU's position on a particular issue, please speak to a member of senior staff. 

4.3 Do not set up other social media channels on behalf of Durham SU without speaking to the 
Marketing Team. This could confuse messaging and brand awareness and lead to members 
missing out on useful information. By having official social media accounts in place, the 
Marketing Team can ensure consistency of information and build a strong following. 

4.4 If a complaint is made on Durham SU's social media channels, social media users should 
seek advice from the Marketing Manager before responding, or a member of senior staff. 

4.5 The Marketing Team regularly monitors social media spaces for mentions of Durham SU so 
we can catch issues early. If there is an issue that could develop or has already developed 
into a crisis situation, the Marketing Team will follow our PR crisis management plan. If you 
become aware of any comments online that they think have the potential to escalate into a 
crisis, whether on Durham SU’s media channels or elsewhere, they should speak to the 
Marketing Manager or a member of senior staff immediately. 

4.6 Direct Messaging on social media from a Durham SU account should only be used to for the 
purposes of furthering our work, and the staff member should always include their name and 
follow the same standards of conduct and professionalism they would use in email. 

4.7 Groups, such as Facebook Groups of forums should only be created for the purposes of 
Durham SU’s work with permission from the Marketing Manager. They should include 
guidance on conduct for members and a moderation plan to ensure reasonable oversight. 

5. Guidelines and appropriate conduct for staff social media users and student group social 
media users 

5.1 Respect copyright and do not alter or use images, logos, music, videos, brand language or 
other intellectual property of others, or use their content without permission. This includes 
using Durham University’s logo or trademarks, unless this has been agreed upon for a 
specific purpose, with the prior knowledge and consent of the Marketing Manager. 
Acknowledgment of source does not count; written permission is required before use. 

5.2 Always pause and think before posting but, that said, try to respond to comments in a timely 
manner when a response is appropriate. 

5.3 Social media users and student group social media users shouldn't post content about 
members or service users without their permission. If staff are sharing information from 
members, service users or third-party organisations, this content should be clearly labelled 
so our audiences know it has not come directly from Durham SU. If using interviews, videos 
or photos that clearly identify a person under 18, social media users and/or student group 
social media users must ensure they have the consent of a parent or guardian before using 
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them on social media. Durham SU’s data protection and information governance policies 
provide further context. Advice should always be sought from the Marketing Manager. 

5.4 Always check facts. Don’t automatically assume that material is accurate and take 
reasonable steps where necessary to seek verification; for example, by checking 
data/statistics and being wary of photo/video manipulation. If you've made a mistake, don't 
be afraid to admit it. 

5.5 Don’t encourage people to break the law or risk their personal safety or that of others to 
supply material for social media, such as using unauthorised video footage or students. All 
relevant rights for usage must be obtained before publishing material. 

5.6 Durham SU is not a party-political organisation and does not hold a view on party politics or 
have any affiliation with or links to political parties. We have every right to express views on 
policy that impacts students, but we can't tell people how to vote. This is particularly important 
when there’s any form of public election. The Chief Executive is the appropriate point of 
contact for questions about social media use during elections. 

5.7 Social media users and student group social media users must not harass, victimise or bully 
people or organisations using social media in any way. Trolling, cyber-bullying or any other 
form of online abuse, intimidation or harassment will not be tolerated. Activity such as this 
can have a profoundly damaging and undermining impact on people, adversely affecting 
them both personally and professionally. Such activities may be considered under Durham 
SU’s Disciplinary Policy or Durham SU’s student member Code of Conduct. 

5.8 Social media users and student group social media users must both maintain high ethical 
standards when using social media, specifically avoiding using it in a misleading, malicious 
or false way (examples include posting offensive material such as pornography or extreme 
violence, offensive language such as excessive swearing or malicious name-calling, claiming 
to be someone other than yourself, revealing sensitive or personal information about 
someone to cause distress or damage). 

5.9 The responsibility for measures of protection and intervention lies first with the social 
networking site itself. Different social networking sites offer different models of interventions 
in different areas. For more information, refer to the guidance available on the social 
networking site itself, for example, Facebook. However, if a social media user or student 
group social media user considers that a person/people is/are at risk of harm, they should 
report this to the Director of Services, who is Durham SU’s safeguarding lead, immediately.  

5.9.1 Young and vulnerable people face different risks when using social networking sites. They 
may be at risk of being bullied, publishing sensitive and personal information on their 
profiles, or from becoming targets for online grooming. Where known, when communicating 
with young people under 18-years-old via social media, social media users and student 
group social media users should ensure the online relationship with Durham SU follows the 
same rules as the offline 'real-life' relationship. You should ensure that young people have 
been made aware of the risks of communicating and sharing information online, given 
guidance on security/privacy settings as necessary and that content they’re likely to view 
is appropriate for them. Please refer to Durham SU’s safeguarding policy. 

 

https://nusdigital.s3.eu-west-1.amazonaws.com/document/documents/106724/b91969b968209ea8f518cb601a5b8a6f/Disciplinary_Policy___Procedure.pdf?X-Amz-Expires=10000&X-Amz-Date=20231128T153922Z&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEGgaCWV1LXdlc3QtMSJIMEYCIQDZzF7KBQ8Nq865yNa84XYItnThk87oTgZU91ksxaztpwIhAK%2FgLsYH1x32HxXW9wN6hYmgJ8oT0SeHjWz4wb3yaLgDKpIECMD%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FwEQABoMODc5MjI4MzQwMzM4IgxK%2BRmMzWh8ScTTkF8q5gMRqwSIZTE5WiW6IeeQfwoitPBheGpndx8weV7T0hYQtIm4J9viFF76SI8m9RHUBpxOl3KBr5bFr30Fx4qsPcZ4XRtt%2FWZo02BswEhOsCbzZIPXb%2ByUQZTQl2qkWswWfVhEXSCoq9gse3pBZJT4S7%2BCMQP7ZZWhYAiGdWNvmgfaIfvAY87InPdNLFnc9FN4vJwbtXpwlTrgjrdlryGtFtmCblI5YASC%2BS8S6yu65fTKFQ7cVyvl7v5ecre2jAAlenCJP0n8xBdRucdZj66hnRGKi08rV7lVdwrKCUgxjmtFfLMHz34L8tUUPVWmK6uPg7PalAvtR3QqC2INQYSQqXybt%2BZ8LFmHaOFBH3b%2FWlYGNmeModFV%2BApqAhgtwQNt%2FiI2D4CxDKWLHiIZKsdejFVwb8Vy%2FGKVF0Eei1FGLk%2BF%2FHS3gVet%2F9UGC8oZHqVkF1Nhmw%2BkjVJN5j834MUC5t3OrJ1la4XbxrnzuVZm8AEKD7NGqMa4sjvNTVTZDRj5xG%2FcBEj0GG7DTGRRy0aB2dXnbuAcKBHc1XCOoZx7tYxAeEMxmGhY93yqi7Fi%2BPoJmCkaKYYTJt9nG5onEy9Bbvz%2FDAIdFa4hZfkdwgjQ30fli9kb0%2BFx9kMhzfDTaxASZOAWZJK5uYswo4qYqwY6pAGG1QtInpVv4t7AMGxZ2mbq2nt8MiQeokftAeSjlHmBd8FU2KmxWvg1i%2FUuLyEN4K9WlKitGW7zFRAN9Sgn9ShNNgzE8NBJGuy551yCWbNGNsDvxnMs%2BbxEubhq%2Bqg8iup%2Fmn9AK6x2CQallSy14IdBgUt3LqSllCgCfppvEgCE9CgUamWP2YVU9kEFTC7wvAybsZLR5IFxhbFSDDrfVf8KIJ6PnQ%3D%3D&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=ASIA4ZNQXZBZMHI4ALEN%2F20231128%2Feu-west-1%2Fs3%2Faws4_request&X-Amz-SignedHeaders=host&X-Amz-Signature=8d2ce18a0b2965a035a59f089f9ed6167f7dfbd53a90cba7d683f4fd4e394447
https://nusdigital.s3.eu-west-1.amazonaws.com/document/documents/106724/b91969b968209ea8f518cb601a5b8a6f/Disciplinary_Policy___Procedure.pdf?X-Amz-Expires=10000&X-Amz-Date=20231128T153922Z&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEGgaCWV1LXdlc3QtMSJIMEYCIQDZzF7KBQ8Nq865yNa84XYItnThk87oTgZU91ksxaztpwIhAK%2FgLsYH1x32HxXW9wN6hYmgJ8oT0SeHjWz4wb3yaLgDKpIECMD%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FwEQABoMODc5MjI4MzQwMzM4IgxK%2BRmMzWh8ScTTkF8q5gMRqwSIZTE5WiW6IeeQfwoitPBheGpndx8weV7T0hYQtIm4J9viFF76SI8m9RHUBpxOl3KBr5bFr30Fx4qsPcZ4XRtt%2FWZo02BswEhOsCbzZIPXb%2ByUQZTQl2qkWswWfVhEXSCoq9gse3pBZJT4S7%2BCMQP7ZZWhYAiGdWNvmgfaIfvAY87InPdNLFnc9FN4vJwbtXpwlTrgjrdlryGtFtmCblI5YASC%2BS8S6yu65fTKFQ7cVyvl7v5ecre2jAAlenCJP0n8xBdRucdZj66hnRGKi08rV7lVdwrKCUgxjmtFfLMHz34L8tUUPVWmK6uPg7PalAvtR3QqC2INQYSQqXybt%2BZ8LFmHaOFBH3b%2FWlYGNmeModFV%2BApqAhgtwQNt%2FiI2D4CxDKWLHiIZKsdejFVwb8Vy%2FGKVF0Eei1FGLk%2BF%2FHS3gVet%2F9UGC8oZHqVkF1Nhmw%2BkjVJN5j834MUC5t3OrJ1la4XbxrnzuVZm8AEKD7NGqMa4sjvNTVTZDRj5xG%2FcBEj0GG7DTGRRy0aB2dXnbuAcKBHc1XCOoZx7tYxAeEMxmGhY93yqi7Fi%2BPoJmCkaKYYTJt9nG5onEy9Bbvz%2FDAIdFa4hZfkdwgjQ30fli9kb0%2BFx9kMhzfDTaxASZOAWZJK5uYswo4qYqwY6pAGG1QtInpVv4t7AMGxZ2mbq2nt8MiQeokftAeSjlHmBd8FU2KmxWvg1i%2FUuLyEN4K9WlKitGW7zFRAN9Sgn9ShNNgzE8NBJGuy551yCWbNGNsDvxnMs%2BbxEubhq%2Bqg8iup%2Fmn9AK6x2CQallSy14IdBgUt3LqSllCgCfppvEgCE9CgUamWP2YVU9kEFTC7wvAybsZLR5IFxhbFSDDrfVf8KIJ6PnQ%3D%3D&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=ASIA4ZNQXZBZMHI4ALEN%2F20231128%2Feu-west-1%2Fs3%2Faws4_request&X-Amz-SignedHeaders=host&X-Amz-Signature=8d2ce18a0b2965a035a59f089f9ed6167f7dfbd53a90cba7d683f4fd4e394447
https://www.durhamsu.com/resources/student-members-code-of-conduct-e854
https://nusdigital.s3.amazonaws.com/document/documents/86062/80ec754a56cf8b3fb1b4c9e153a67d6d/Modern_Slavery_Statement.pdf


 
 

5 | P a g e  

 

6. Durham SU Student Group Social Media Users  

6.1.1 The principles of this policy apply to student group social media users, who should primarily 
be guided in application by Durham SU’s member Code of Conduct. Guidance points in 
section 5 above apply to student group social media users as well as staff users. 

6.1.2 Durham SU will provide training and guidance on using social media responsibly for student 
groups, developed in consultation with them. 

6.1.3 Student groups are advised to, where possible, make it clear on their social media handles 
that they are a group of Durham SU. This is to aid the public in flagging issues or resolving 
complaints. 

6.1.4 Student group social media users can resolve complaints about their social media 
themselves where this is a case of correcting and/or editing something simple. However, 
where this does not resolve the complaint, or a complaint is more serious or complex the 
Durham SU ASK team (ask@durhamsu.com) should be notified. 

7. Support for Durham SU Staff Social Media Users 

7.1 Durham SU staff who use social media in their roles will be provided with training to 
understand their responsibilities. The Marketing team should undertake learning appropriate 
to their role and the channels they manage, recognising that channels develop and change 
quickly, and resource will be provided to ensure it is possible for them to do so. Other Durham 
SU staff members should reflect with our managers if additional training in data protection, 
libel or other areas as part of their roles is useful. Durham SU can provide this. 

7.2 Any staff member who feels that they themselves, or someone else, is being subjected to 
trolling, cyber-bullying or other online abuse should speak to their line manager or, in their 
absence, a member of senior staff, without delay. Durham SU will support staff who have 
experienced or who are experiencing online abuse. Support can include practical measures 
such as ensuring that they understand how to block unwelcome online contact, getting 
abusive content taken down, contacting the social media platform where their platform rules 
have been breached and by reporting the matter to the police, where necessary. 

7.3 Durham SU adopts the ‘step away principle’. Staff working with or managing social media 
will have their manager’s support to ‘step away’ from social media for a period of time if they 
are experiencing or dealing with content which is abusive, stressful or inappropriate. Staff 
who step away must confirm this with their manager so responsibilities can be paused or 
transferred. For the avoidance of doubt: staff don’t need anyone’s permission to step away 
from social media, but do have a responsibility to tell the appropriate management lead. 

8. Use of personal social media accounts 

8.1 We recognise that there is the potential for staff’s personal social media content to impact 
on Durham SU. Staff are expected to behave in ways that are consistent with Durham SU's 
values and policies, both online and in real life. This policy does not intend to inhibit personal 
use of social media but flags areas in which conflicts might arise and need to be navigated. 

8.2 Any content published on personal social media could affect how people perceive Durham 
SU. Staff are encouraged to review past personal social media, which if reviewed in the 
present day, could be perceived to have a connection to Durham SU by virtue of the 
employment relationship. Staff are also required to consider that personal social media 
content published while employed by Durham is likely to be perceived to have a connection 
to Durham SU by virtue of the employment relationship.  

https://www.durhamsu.com/resources/student-members-code-of-conduct-e854
mailto:ask@durhamsu.com


 
 

6 | P a g e  

 

8.3 Durham SU will consider questions about content on social media published by staff, both 
before and since the start of employment, using policies in place for staff performance, 
grievance, discipline, and safeguarding, and other relevant policies. 

8.4 Staff must make it clear that they do not have authority to speak on behalf of Durham SU 
unless authority is granted by the Chief Executive in writing. If personal social media 
accounts engage with topics adjacent to Durham SU’s work or otherwise of public interest, 
a disclaimer is advised: "My views are my own, and don’t represent Durham SU's positions, 
policies or opinions." 

8.4.1 Staff who have a personal blog, website or commercial social media presence (for example, 
a freelance profile or running your own business) which indicates in any way that they work 
at Durham SU should discuss any potential conflicts of interest with their line manager and 
the Marketing Team. Similarly, staff who want to start blogging or start a commercial 
channel and wish to say that they work for Durham SU should discuss any potential 
conflicts of interest with their line manager and the Marketing Team. 

8.4.2 Senior staff, Officers and specialist roles where staff are well known in their field of expertise 
must take particular care as personal views published may be misunderstood as 
expressing Durham SU's view. The Chief Executive will notify any staff likely to be 
described in this category and discuss particular risk mitigation measures. 

8.4.3 When they may be considered to be representing Durham SU, staff are expected to hold 
Durham SU's position on non-partisan political neutrality. Staff who are politically active in 
their personal time life to be clear in separating their personal political identity from Durham 
SU and understand and avoid potential conflicts of interest, including on their personal 
social media channels. 

8.4.4 If a staff member is contacted by the press about their social media posts in any way that 
that relates to Durham SU they should talk to the Marketing Team immediately and under 
no circumstances respond unless authorised to do so. 

8.4.5 Durham SU does not permit staff to use its logos or trademarks, or those of any of Durham 
SU’s student groups on personal channels, unless authorised to do so by the Marketing 
Manager. 

8.4.6 We encourage staff to share tweets and posts that we have published. Where appropriate 
and using the guidelines within this policy, we encourage staff to do so, as it provides a 
human voice and raises our profile. However, if the content is inadvertently controversial or 
misrepresented, staff should highlight this to the Marketing Manager. 

9. Responsibilities and breach of policy  

9.1 Everyone is responsible for their own compliance with this policy. Participation in social 
media on behalf of Durham SU is not a right but an opportunity, so it must be treated seriously 
and with respect. For staff, breaches of policy may incur disciplinary action, depending on 
the severity of the issue. Please refer to our Disciplinary Policy for further information on 
disciplinary procedures. Staff who are unsure about whether something they propose to do 
on social media might breach this policy should seek advice from the Marketing Manager. 

Terms and Further Guidance 

a) Internet access and monitoring usage 

https://www.durhamsu.com/resources/disciplinary-policy-and-procedure-2019/download_attachment
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There are currently no access restrictions to any of our social media sites in the 
Durham SU office or on Durham SU devices. However, when using the internet at 
work, it is important that staff refer to Durham SU’s Data Protection and Remote 
Working Device Use Policy and Durham University staff IT User policy. You are 
permitted to make reasonable and appropriate use of personal social media activity 
during your breaks. 

b) Public Interest Disclosure 

Staff or volunteers with access to social media channels may have reason to make a 
public interest disclosure (whistleblow) but there is not likely to be any reason why use 
of social media channels to make the disclosure would be appropriate rather than, for 
example, to a line manager, trustee, University colleague, regulator, or the police. Staff 
or volunteers can seek guidance on this from ACAS or Protect. 

c) Libel 

Libel is when a false written statement that is damaging to a person's reputation is 
published online or in print. Whether staff are posting content on social media as part 
of their job or in a personal capacity, they should not bring Durham SU into disrepute 
by making defamatory comments about individuals or other organisations or groups. 

d) Copyright law 

It is critical that all staff abide by the laws governing copyright. Never use or adapt 
someone else's images, music, video, audit content, brand language or written content 
without permission. Failing to acknowledge the source/author/resource citation, where 
permission has been given to reproduce content, may also be considered a breach of 
copyright. 

e) Confidentiality 

Any communications that staff make in a personal capacity must not breach 
confidentiality. For example, information meant for internal use only or information that 
Durham SU is not ready to disclose yet. For example, a news story that is embargoed 
for a particular date.  

f) Discrimination and harassment  

Staff should not post content that could be considered discriminatory against, or 
bullying or harassment of, any individual, on either an official Durham SU social media 
channel or a personal account. For example: making offensive or derogatory 
comments relating to sex, gender, race, disability, sexual orientation, age, religion or 
belief, using social media to bully another individual, or posting images that are 
discriminatory or offensive or links to such content. 

g) Political activity 

Charities are legally allowed to campaign to bring about a change in policy or law to 
further their organisational purpose. In most cases, spending on charity campaigns 
that are in accordance with charity law will not be regulated under electoral law.  

Campaigning activities on social media must not be seen as intending to influence 

people's voting choice. During periods of an election, all campaigning activity will be 

reviewed by the Marketing Manager and authorised by the Chief Executive. 

https://nusdigital.s3.amazonaws.com/document/documents/42537/Data_Protection_Information_Security_Policy_-_Approved_Dec_2020.pdf
https://nusdigital.s3.eu-west-1.amazonaws.com/document/documents/84514/3ede5b136996ffce871926937fe38f14/Cyber_Security_and_Remote_Working_Policy_-_Approved_Dec_2020.pdf?X-Amz-Expires=10000&X-Amz-Date=20231128T154033Z&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEGgaCWV1LXdlc3QtMSJIMEYCIQCHQTFqndShasAUg2gnityBGJYwDwMbzzHi29KKiVQ9NAIhALnfDy0Z%2Bj3l%2BEsuBt0AxwnLSbIVWkiYvQfIisPtVdi0KpIECMH%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FwEQABoMODc5MjI4MzQwMzM4IgzSxrMGCn6nxDVCzM4q5gNPYhG3BgD16se4x09RCqpK8dK0p3NKqJSStQkR%2BxrplxnauGGml1FoaF4hDotQkejApnSk8YAMAfxlkso9VVrE54Nxhxv9yAEB1bXR6Dz2MG4FvEaNrXj6n%2Fha%2Fi5JnjdCBTdiT%2BQY9BxKrjgGLUUWLfm4kJUVUtuVzirJBkoCm2pGxqS8%2BJ%2FsnjbsUpD6BGc84Vu8qpd0NINS3br6RMzMPRTOwm2SDsd01Y6cCsToHAN%2FYaaMUJsgSdGp%2Fzvd9kumA2vw7MQAcpWJ9bTNgpVpWDoZWhy1V4wYeIKh94bdfUjVUmX1wpXMJC1dmjP6P4t5EyOjq8HvvcqLYRLIgpIRz%2Fzkyxxe4vsgdkBW8FvFV46rktnGS4uSM6%2BBo3MKXQHFg7G%2B7DGkxiEW624NiRH2nuLEeKOlvcJZEJJmWxCdU2HKOcXiRidfzs%2FI2F6dBLIgpvkZJMnZyshf1J7NkxMQ2JHZMkDpFfMIs9j2qZ3mYK%2BEMzXF4yBDdeBOewdrmsDq63p5cMvQC0woDhQW%2FgK4bfYqYLW%2F7LzMIlHrB7ixgbovR%2BeYkp%2B0BnF%2BciEzYsx8PE6Dle1Z372bzfDQs%2FrkhdoFk4tKWzQg426qm61pnHEqFnS8upO9YocUsEk5NIURHXE8dlQwh4%2BYqwY6pAHDSq1W9iQJdsfZ7n%2BChWWLsh29jRU%2B9sxodFvJil5BKpRws%2BDa4vqDDCapP%2B4WIlwY%2FP1Td7i2ie5RIjQzSwOHq%2FHjo17kQubZvwY6qFeIBmVOQgSb64BroNYTL3bRrJbvKj2GVnD7npH7DT2LbfY1j1Ya6Mt2PYhBGWaQxA9H42FyxeORzUJzhfXqSV75S%2F7TVaxl%2FkXmLXYqX70a4bUrFjqATQ%3D%3D&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=ASIA4ZNQXZBZP2J46XXM%2F20231128%2Feu-west-1%2Fs3%2Faws4_request&X-Amz-SignedHeaders=host&X-Amz-Signature=7fe81ab3be2bea6c9b001666dc385e960a8e5be9df3da5a55e7b1edd896e5ccc
https://nusdigital.s3.eu-west-1.amazonaws.com/document/documents/84514/3ede5b136996ffce871926937fe38f14/Cyber_Security_and_Remote_Working_Policy_-_Approved_Dec_2020.pdf?X-Amz-Expires=10000&X-Amz-Date=20231128T154033Z&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEGgaCWV1LXdlc3QtMSJIMEYCIQCHQTFqndShasAUg2gnityBGJYwDwMbzzHi29KKiVQ9NAIhALnfDy0Z%2Bj3l%2BEsuBt0AxwnLSbIVWkiYvQfIisPtVdi0KpIECMH%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FwEQABoMODc5MjI4MzQwMzM4IgzSxrMGCn6nxDVCzM4q5gNPYhG3BgD16se4x09RCqpK8dK0p3NKqJSStQkR%2BxrplxnauGGml1FoaF4hDotQkejApnSk8YAMAfxlkso9VVrE54Nxhxv9yAEB1bXR6Dz2MG4FvEaNrXj6n%2Fha%2Fi5JnjdCBTdiT%2BQY9BxKrjgGLUUWLfm4kJUVUtuVzirJBkoCm2pGxqS8%2BJ%2FsnjbsUpD6BGc84Vu8qpd0NINS3br6RMzMPRTOwm2SDsd01Y6cCsToHAN%2FYaaMUJsgSdGp%2Fzvd9kumA2vw7MQAcpWJ9bTNgpVpWDoZWhy1V4wYeIKh94bdfUjVUmX1wpXMJC1dmjP6P4t5EyOjq8HvvcqLYRLIgpIRz%2Fzkyxxe4vsgdkBW8FvFV46rktnGS4uSM6%2BBo3MKXQHFg7G%2B7DGkxiEW624NiRH2nuLEeKOlvcJZEJJmWxCdU2HKOcXiRidfzs%2FI2F6dBLIgpvkZJMnZyshf1J7NkxMQ2JHZMkDpFfMIs9j2qZ3mYK%2BEMzXF4yBDdeBOewdrmsDq63p5cMvQC0woDhQW%2FgK4bfYqYLW%2F7LzMIlHrB7ixgbovR%2BeYkp%2B0BnF%2BciEzYsx8PE6Dle1Z372bzfDQs%2FrkhdoFk4tKWzQg426qm61pnHEqFnS8upO9YocUsEk5NIURHXE8dlQwh4%2BYqwY6pAHDSq1W9iQJdsfZ7n%2BChWWLsh29jRU%2B9sxodFvJil5BKpRws%2BDa4vqDDCapP%2B4WIlwY%2FP1Td7i2ie5RIjQzSwOHq%2FHjo17kQubZvwY6qFeIBmVOQgSb64BroNYTL3bRrJbvKj2GVnD7npH7DT2LbfY1j1Ya6Mt2PYhBGWaQxA9H42FyxeORzUJzhfXqSV75S%2F7TVaxl%2FkXmLXYqX70a4bUrFjqATQ%3D%3D&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=ASIA4ZNQXZBZP2J46XXM%2F20231128%2Feu-west-1%2Fs3%2Faws4_request&X-Amz-SignedHeaders=host&X-Amz-Signature=7fe81ab3be2bea6c9b001666dc385e960a8e5be9df3da5a55e7b1edd896e5ccc
https://www.dur.ac.uk/resources/cis/security/StaffITRegulations2.2.pdf
https://employeradvice.org/?utm_source=Google&utm_medium=CPC&utm_campaign=ACAS_-_Exact_-_Manual_CPCACAS_Exact&utm_term=&gclid=CjwKCAiAvJarBhA1EiwAGgZl0G0CACkRn6qY2q9qy6kVZkEPu3_-Krh4AkHWt5BLg_qEhYpYEdP2IxoCvmYQAvD_BwE
https://protect-advice.org.uk/
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h) Use of social media in the recruitment process 

Recruitment should be carried out in accordance with Durham SU’s recruitment policy, 
and associated procedures and guidelines. Any advertising of vacancies should be 
done through the Finance and Governance Team.   

There should be no systematic or routine checking of candidate's online social media 

activities during the recruitment process, as conducting these searches might lead to 

a presumption that an applicant's protected characteristics, such as religious beliefs or 

sexual orientation, played a part in a recruitment decision. If examples, if an applicant's 

social media skill are sought, then they should be asked to provide the name of an 

account or portfolio of content for review in the recruitment process, and other channels 

should not be considered. This is in line with Durham SU’s data protection policy. 

https://www.durhamsu.com/resources/recruitment-and-selection-policy-2022/download_attachment

